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SOLUTION

PORTABLE Border Defense
of Intruding Drones

Wearable Compact 
Design

Networking for 
Mulitiple Devices Range of Interference 

Capability Beyond the 
Effective Line of Sight

maneuverability, aiming to assist the border defense teams in efficient interference and jamming against done 
threats in complicated environment. In response to the challenges of threats that are difficult to detect, locate, 
and interfere with, this solution ensures rapid response at critical moments through the collaborative 
cooperation of detectors and jammer operators, providing real-time protection and the ability to effectively 
interfere beyond line of sight, enhancing protection range and flexibility.

Detector: 
The rotating radar enables precise positioning and clear identification of the target's incoming direction, thereby 
providing effective guidance for countermeasures.

Jammer operator: With the help of navigation spoofing technology, they can effectively respond to drones 

INTRODUCTION

ADVANTAGES

Radio detection: 3km (based on DJI Mavic 3 SRRC mode, without strong signal interference under sighting 
conditions)

Radar: 
Navigation spoofing: 
Radio frequency jamming: 

jamming device is 3km)

SPECIFICATIONS

Lock, Track and Crash 1.5km

Detection and Early Warning 3kmNavigation Spoofing 2km
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PORTABLE Border Defense



SOLUTION

FIXED  

Through the fusion of multiple sensors such as radar, radio detection equipment, and optical cameras, the energy 
facility protection solution of Skyfend can achieve real-time detection, tracking, and identification warning of 
low-altitude drones in the protected area, ensuring accurate detection with a low false alarm rate or even without any 
false alarm. With the guidance of the detection equipment, the interference equipment can offer more accurate 
interference and jamming against drone intrusions without affecting the operating drones at the energy station. 

operation of energy facilities. 

INTRODUCTION

ADVANTAGES

Radio detection: 
conditions)

Visual and radar detection: 

Protocol decoding: 

Radio frequency jamming: 

Navigation spoofing: 

SPECIFICATIONS

awareness surveillance and 
protection

precise decision-making 
with replay capability

Combining intelligent 
interference strategies with 

directional interference.
Minimum impact on other 

wireless devices in the 
surrounding area.

Drone Identification/Radio Interference 3km Detection and Tracking/Navigation Spoofing 5km
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FIXED Energy Facility Protection



500m Detection warning

2km Jamming signal coverage3km RF detection

500m Jamming signal coverage

SOLUTION

protection without blind spots.  The system is capable of detecting and locating cooperative drones and their 
pilots, as well as providing detection and early warning for non-cooperative drones. With its highly efficient 
detection and countermeasure capabilities, the system can automatically counteract target frequency bands 
based on detection guidance, ensuring effective drone defense.

INTRODUCTION

Efficient Protection: 

Comprehensive Defense: 

Flexible Configuration: Supports software-defined detection and countermeasure frequency bands, with the 
capability to expand an additional four countermeasure frequency bands.

SPECIFICATIONS
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warning, intelligent decision-making, and coordinated interception.

response times. The system enables multi-layered defense capabilities including electronic jamming, spoofing, laser 
interception, and drone countermeasures.
It features event traceability and compliant evidence collection, and is compatible with both Skyfend and third-party 
anti-drone devices. With web access and multi-terminal collaboration, it supports deployment via private servers or 
the cloud.
Designed for large-scale airspace defense, Skyshield Nexus can be deployed privately or on the cloud, offering an 
integrated, intelligent solution for multi-domain management.

SkyShield Nexus SkyShield Edge
Skyshield Edge is a high-security, multi-platform anti-drone device control system designed for seamless 
coordination with Skyfend systems. It offers real-time situational awareness and in-depth data analysis, supporting 

around the clock.
 Designed for mobile and portable use, it’s lightweight, durable, and built to perform reliably in harsh 

environmental conditions.

L*W*HDimension Weight

Integrated Coordinated Dispatch Intelligent Decision & Response
End-to-End Closed-Loop Management

Intelligent Device Operations & Maintenance
End-to-End Data Management



SkyfendHunter Lite

delivers exceptional effectiveness against the majority of types and models of drones. It can simultaneously disrupt the flight 
control and navigation signals of multiple drones.

SkyfendHunter

Integrated Detection and Jamming, 

Covering mainstream drone models, efficient jamming
Integrable with Spoofer



SkyfendHunter V

technology to adapt to different wireless communication protocols and frequency bands through flexible software 
configuration. Compared with traditional analog countermeasures, it significantly improves interference effectiveness and 
sustainable countermeasure capability.

SkyfendHunter F

can obtain the real-time key information, including latitude and longitude, altitude, speed, yaw angle, model, SN, and pilot 
position, and develop the precise radio attack strategies for different drone models.

system. The device also supports blacklist and whitelist functions, providing users with flexible security management 
solutions.

and reliable protection capabilities.
Efficient countermeasures, excellent protection
No blind angle coverage

Diversified scenario deployment

strong hardware scalability

3 drone consistent with 
SRRC standard, under 
sighting conditions, 
without strong signal 
interference)
Spectrum, communication 
protocol (type), current 
working frequency band 
and other information.

＞

direction can be configured independently in real time)

Drone ID & Remote ID
3km
SN, coordinates, altitude, yaw 
angle, speed, remote controller 
coordinates (or return point) 
and other information.

-
fined frequency band) 
3km
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Tracer is a device designed to monitor and manage aerial drone activity. It decodes drone broadcast signals to extract 

emerging threats, and effectively safeguard critical infrastructure, sites, and personnel.

SkyfendTracer

：

analog video transmission models.

Drone ID & Remote ID

）

track mainstream commercial drones—such as those from DJI—in real time by interpreting broadcast telemetry data. This 
enables the system to extract comprehensive flight and identification information, including drone brand, model, serial 

recognition technology to detect and issue real-time alerts for non-cooperative drones that do not emit standard broadcast 
signal.

Cost-Effective and Mission-Ready

decoding)；
broadcast capability；
and similar manufacturers

conditions, no strong signal interference)

SkyfendTracer G
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pilots, Tracer can display detection results on the drone's remote control interface, guiding users to quickly navigate to 
specified locations for capture and tracking. This provides law enforcement with an easy-to-use, precise, and effective 

Covers most mainstream models  

RID broadcast signals (including 

3km (omnidirectional)

SkyfendTracer & Max 4T

The drone pilot location solution aims to address the detection of drone operators in scenarios without broadcast protocols  

jamming devices. It identifies the potential area where the target may exist and displays it on a map.

solution in complex radio environments.

unobstructed line-of-sight conditions, without strong signal interference)

interference)

(unfolded with 

(folded without 
propellers)

gimbal, radio 
detection module, 
propellers)

SkyfendTracer Air

Wide detection range  Long-distance observation  

Detection of drone operators and interference sources 
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SkyfendTracer V

Multi-Model Identification

and others

strong interfering signals.)

SkyfendRayer

Designed for rapid deployment and integration into layered defense architectures, it provides effective countermeasures 

risk.

Efficient Detection
Continuous Defense Capabilities Cost Effective

：
Rayer：
Battery：

)

)
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SkyfendTracker Eye ProSkyfendTracker Eye

detection, guidance, identification and tracking. Radar performs omnidirectional target detection and automatically guides 

Designed for low-altitude protection in critical areas such as airports, prisons, and energy facilities, delivering all-weather, 
hemispherical situational awareness.

FOV
Drones, commercial aircraft, birds, humans, vehicles

＜

＞

FOV

Drones, commercial aircraft, birds, humans, vehicles

electro-optical detection technology. It features a comprehensive “Detect-Guide-Identify-Track” capability. The radar 
performs omnidirectional wide-area target detection, while the electro-optical system automatically guides and tracks the 

fails, it offers all-weather hemispherical early-warning capabilities.

Lightweight & Rapid Deployment

SkyfendTracker Eye ProSkyfendTracker Eye

detection, guidance, identification and tracking. Radar performs omnidirectional target detection and automatically guides 

Designed for low-altitude protection in critical areas such as airports, prisons, and energy facilities, delivering all-weather, 
hemispherical situational awareness.

FOV
Drones, commercial aircraft, birds, humans, vehicles

＜

＞

FOV

Drones, commercial aircraft, birds, humans, vehicles

electro-optical detection technology. It features a comprehensive “Detect-Guide-Identify-Track” capability. The radar 
performs omnidirectional wide-area target detection, while the electro-optical system automatically guides and tracks the 

fails, it offers all-weather hemispherical early-warning capabilities.

Lightweight & Rapid Deployment
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SkyfendSentrySkyfendSpotter 

 (spectrum)  (protocol)

Coordinates, Speed, etc.

public events, and critical infrastructure. It combines radar, electro-optical sensing, and radio frequency detection 
technologies to deliver real-time situational awareness of drone positions and flight data, supporting rapid operational 
decision-making.

and load balancing. By deeply integrating advanced artificial intelligence, Spotter delivers an intelligent, high-performance, 
and scalable solution for drone monitoring and threat mitigation—comprehensively addressing the security requirements of 
complex and dynamic operational environments.

Multidimensional Detection Capabilities
Cost-Effective and Efficient Deployment

detection and countermeasure closed-loop system. The system automates the entire process—from target detection, 
identification, and tracking, to early warning, counteraction, and effect assessment—greatly enhancing response efficiency. 

significantly reducing false alarm and missed detections. It is ideally suited for complex environments with high airspace 
security demands.

Efficient Closed-Loop Control
Rapid Deployment, Coverage of Multiple Critical Scenarios

environment free of 
electromagnetic interference

Interferometer

Supported

Continuous Wave

＞

Thermal Imaging

Galileo)
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